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Abstract—Recent years have witnessed increasing interests in detection [2], [3] and wireless localization [4]-[7], most

passive intrusion detection for wireless environments, g., asset
protection in industrial facilities and emergency rescue btrapped
people. Most previous studies have focused primarily on exgit-
ing a single intrusion indicator, such as moving variance, dr
capturing an intrusion pattern at a time. However, in real-world,
there are many intrusion patterns which may be only detectate
by combining different intrusion indicators and performin g
detection jointly. To this end, we propose a joint intrusionlearning
approach, which has the ability in combining the detection
power of several complementary intrusion indicators and deects
different intrusion patterns at the same time. We developedhe
GREEK algorithm, which utilizes grid-based clustering ove K-
neighborhood to effectively diagnose the presence of intgions.
Further, we show that the performance of intrusion detectio can
be enhanced by utilizing the collaborative detecting effdis among
multiple transmitter-receiver pairs. To validate the effectiveness
of the joint intrusion learning method, we conducted expennents
in a real-office environment using an IEEE 802.15.4 (Zigbee)
network. Our experimental results provide strong evidenceof
the effectiveness of our joint learning approach in performing
passive intrusion detection with a minimized false positig rate.

I. INTRODUCTION

the existing intrusion detection techniques utilize vidpres-
sure, ultrasound or infrared, which are either expensaiggll
intensive or require pre-deployment of specialized hardywa
and are thus not easily deployed for unscheduled tasks and
may not be scalable. On the other hand, although lots of cur-
rent wireless localization schemes can reuse existingegise
infrastructures to perform localization, these schemesiire

the target object to carry a radio device or actively patite

in localization.

Different from the above mentioned work in detecting
and localizing intrusion objects that either requires &dec
ized infrastructure setup or relies on communication devic
attached on objects, an alternative method on device-free
passive wireless localization [8] has shown the feasjbibit
using radio signal dynamics for object detection in wirgles
environments. However, existing work on device-free passi
intrusion detection has focused primarily on exploiting th
detection power of a single intrusion indicator, such as the
moving variance of RSS values. Besides, their work focuses
on detecting intrusion events in a controlled environmént.

The widespread deployment of wireless communicatiohas the ability in capturing one intrusion pattern when the
systems creates unprecedented opportunities to change thieuders are moving around. They cannot detect the type of

computing paradigm in pervasive wireless environments.

Hvents when intruders are static. For instance, an intrisder

is possible to capture the environmental changes as long stsnding and hiding, or a person is trapped in a fire building.
wireless networks have been deployed with sufficient dgnsit In real-world, there are many intrusion patterns such as
and equipped with enough sensing capabilities. Regardfessstanding, hiding, and moving towards a certain direction,
whether wireless infrastructures are used just for comoaini which may be only detectable by employing the complemen-
tions or as the basis for actual responses, the wirelesgngenstary detection power of different intrusion indicatoraythy. To
data may be dual-used for intrusion detection in wirelesthis end, in this work we identify different intrusion patte

environments. For example, in real-world, there are irgirgp
availability of pervasive wireless infrastructures in ustkial
facilities, office buildings, transportation infrastrupts, and
military battlefields. These pervasive wireless infrastiiues

and propose a joint intrusion learning approach by devetppi
an algorithm called GREEK (Grid-based clustering over K-
neighborhood), which has the ability in combining the detec
tion power of several complementary intrusion indicatard a

can be used to assist a broad array of applications, such eishance the performance of intrusion detection. In additio

intrusion detection in industrial facilities for asset faction,

our joint learning approach explores to profile the environ-

identification of people trapped in a fire building duringmental uncertainties and detect the environmental changes

emergency evacuation, and battlefield protection.

caused by intrusion activities using collaborative e§@mong

Indeed, in this paper, we focus on exploiting Receivednultiple transmitter-receiver pairs.

Signal Strength (RSS) obtained from the existing wireless To validate the effectiveness of the proposed approach, we
infrastructures for performing intrusion detection whdret conducted experiments in a real office environment using an
intruders or objects do not have any radio devices attachéBEE 802.15.4 (Zigbee) network. Our experimental results
to them. This is also known as passive intrusion detectibn [1show that GREEK is effective in diagnosing the presence of
Although there have been extensive studies on intrusiantrusions by performing grid-based clustering. Furtitee



false positive rate can be minimized through collaborative The device-free localization is a new concept to localizeé an
detection from multiple transmitter-receiver pairs. Amat track target objects without carrying radio devices orvestyi
interesting result of our analysis is that the multi-pait-co participate in the localization process. [16] proposedde the
laboration strategy can help to identify problematic vessd signal dynamic property between the static environment and
devices, which report unreliable data. Thus, our expertaien the dynamic environment to conduct transceiver-free dbjec
results provide strong evidence for the effectiveness af ouracking in wireless sensor networks. [17] deployed a Radio
joint intrusion learning method. Tomographic Imaging (RTI) system, which used large number
The rest of this paper is organized as follows. We first pudf wireless nodes to image passive objects within a wireless
our work in the context of current research in Section Il. Wenetwork. The works that are most closely related to ours
next discuss the feasibility of passive intrusion detectiath  are [1], [8]: [8] demonstrated the feasibility of devicedr
problem overview and present our experimental methodologyassive localization in a controlled environment using the
and threat model in Section Ill. Section IV describes thenoving average or variance of RSS to detect the events and
pattern profiling of different intrusions. We then present o proposed to conduct localization based on passive radio map
joint learning scheme in Section V. In Section VI, we val@lat construction. Whereas [1] performed passive event detecti
our approach and show the results of our experiments in the real environments using the moving variance and resitted
real office environment. Finally, we conclude our work ina low precision. However, their detection capability isitied
Section VII. as only single intrusion indicator is exploited. Our work is
novel in that we proposed a joint intrusion learning apphgac
1. RELATED WORK which is generic and can combine the detection power of
] ] . complimentary intrusion indicators. Our approach is hyghl
Different technologies can be used to detect intruders ifexible to incorporate new indicators, and consequently ca

various environments including corporate, civilian, and-m aximize the performance of passive intrusion detection.
itary. There have been active work using video, pressure,

ultrasound, or infrared. [2] utilized video-based algumis [1l. FEASIBILITY OF INTRUSION LEARNING
to analyze sequences of images captured by cameras and tt this section, we first provide an overview of passive
track moving people. The video-based or surveillancedasentrusion detection using RSS changes. We then discusg abou

technology is expensive, label intensive (when analyziveg t our experimental methodology and the threat model.
video), and fails in dark or none-line-of-sight environrten

Moreover, people being tracking may raise privacy concerné Problem Overview
[3] deployed air pressure sensors under the floor to detectPassive intrusion detection based on the RSS data collected
the footsteps of people and build people-profile based an pervasive wireless environments is especially ativads it
footsteps, and ultravision [9] produces ultra-sensor aamo reuses the existing wireless environmental data withaguire
detection sensors. These techniques require carefulydaplt  ing a specialized infrastructure such as surveillance came
of sensors, involve high cost, and are thus not easily slealabbased intrusion detection methods [2], [18]. The advantage
Further, [7] proposed methods relying on ultrasonic Tinfie-o that no specialized infrastructure needs to be purchasdd an
Arrival (ToA) or Time-Difference-of-Arrival (TDoA) betwen installed ahead of time, which may involve high cost and
ultrasound and RF signal to perform both static and mobileemain idle most of the time. Furthermore, under emergency
object localization. The sensor networks using ultrasounsituations such as emergency evacuation in a fire buildirig, i
to conduct localization and possible object tracking regjui critical to detect and locate people trapped inside thedmgl
specialized localization infrastructure and each tarpgtai to  in a timely manner. However, it is hard, if not impossible, to
carry a wireless device, e.g., a transmitter or a receil®] [ install expensive intrusion detection systems in everiding.
used an infrared localization infrastructure to achieveaatimn Therefore, it is desirable if we can reuse the environ-
estimation. However, the infrared technology also neegsea s mental sensing data, such as RSS, which not only provides
cialized localization infrastructure, which has a shongaand tremendous cost savings as the collected sensing data can be
requires dense deployment. The localization techniques caual-used for intrusion learning, but also is available @y a
be further classified based on ranging methodology. Rangéme for performing detection analysis. Further, even i th
based algorithms involve distance estimation to accesstoi specialized hardware infrastructure has already beealliedt
using the measurement of various physical properties ssich for important asset protection, the wireless environmetdta
RSS [4], [11]-[13], ToA [6] and TDoA [7], whereas range-freecan assist to refine the process of intrusion detection.
algorithms [14] use coarser metrics to place bounds on eandi Although the radio signal is affected by reflection, refrat
date positions. All of these schemes require the targetcbbjeshadowing and scattering, the RSS at wireless devicesdhoul
to carry a radio device or actively participate in localiaat be relatively stable if there is no movement or changes ie-wir
In addition, there are several emerging commercial praductess environments. On the other hand, the wireless envieahm
for indoor localization or intrusion prevention [15]. Howex,  will be affected if there is a presence of intrusions, fotamge,
these products usually require specific chip sets and dpgrat an intruder standing or walking in a wireless environment wi
systems. absorb, reflect, and diffract some of the transmitted power.
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Fig. 1. Our experimental setup when one or more intrudergesent in the system.

Consequently, the RSS at wireless devices will be impactadansmitter’s ID, RSS and time stamp of each beacon packet,
and results in changes of RSS values. Therefore, based on #ral then forwarded these information to a central server.
changes of RSS at wireless devices, it is possible to detectln this study, we explore two representative types of intru-
intrusion in wireless environments. sion eventsstatic and moving We define a static event when
However, performing passive intrusion detection is chalan intruder breaks in the area of interest and moves from one
lenging as the intruders usually do not carry any radios angbsition to another, at each position the intruder stariti$cst
are not cooperative. We identified the main issues that needcertain period of time. Whereas a moving event is defined
to be addressed in order to make it feasible to perforrfor an intruder walking or running across the area of interes
passive intrusion detection in wireless environmentstFihe Since the passive intrusion learning relies on detectirg th
collected RSS data is affected by the noisy environment suaianges of wireless environments affected by the presence o
as the interference from other signals and measuremenmserrintruders, the topology of the wireless infrastructure dmel
due to inaccurate off-the-shelf devices. Thus, it is désira density of wireless devices may impact the effectiveness of
to filter out the measurement errors and clean up the noisearning. To analyze the impact we set up three experimental
mixed in the actual readings in order to facilitate effetiv scenarios with different topology layouts and device d@ssi
intrusion learning. Furthermore, to perform intrusionrigag,  In our experiments, the time interval between two conseeuti
one important capability is to profile the RSS data and derivimtrusion events in a series of events is around 180 seconds.
meaningful patterns for further learning analysis. Fotanse, We note that there can be multiple intruders present in the
the derived intrusion patterns should indicate whether thgystem. Since multiple intruders will cause more changes
intruder is standing or walking, and to which direction thein wireless environments and have bigger impact on RSS
intruder is walking. Finally, by utilizing the different ehac- readings, the detection of the presence of multiple intrside
teristics captured by intrusion patterns, the passivauéibn easier than an individual intruder. We will focus on to prase
detection scheme should be able to effectively differéatia the results of individual intruder in the rest of our work.€Th
those intrusions based on different profiles. To addressethedetailed experimental setup of each scenario and behaf/ior o
issues, we present our pattern profiling approach and othe intruder are described below.
detection scheme based on joint learning in the following Experimental Scenario 1.In this scenario, there are one

sections. transmitter and one receiver in the area of interest. The
distance between the transmitter and the receiver is 9 feet.
B. Experimental Methodology & Threat Model This scenario may represent a low density environment in

We conducted experiments in an uncontrolled wireless efffice buildings since there is just one transmitter-reeeiv
vironment in the Burchard building at Steven Institute ofP@r which represents the wireless link between one wiseles
Technology. The size of the lab is 15 feet by 18 feet. In oufievice _and an access point. The receiver recorded packets fo
experiments, we used a Zigbee (802.15.4) network, which oﬁlpproglmate.ly 1.560 seconds .from t.he transmitter. There are
erates at the 2.4GHz frequency range. The wireless deviees Wree mtrusmn instances du_rmg this time period. For each
used are the Tmote Sky motes with MSP430 microcontroller§)Stance, the intruder came in and stood at the center of the
RF chip CC2420 and monopole antennas. We used the defalinsmitter-receiver pair for about 120 seconds. _
transmission power which is 0 dBm for RF chip CC2420 in all Experimental Scenario 2. We increased the density of
the experiments. We deployed the motes under three differeif® devices in this scenario, which may represent the typica
topologies as shown in Figure 1. The motes configured &ensity in an office building environment in which there are
transmitters broadcasted beacons periodically with 100 nfg&ny wireless devices communicate with access pointseTher
interval. Whereas the motes configured as receivers regord@'® two transmitters and two receivers deployed at fourersrn



of the 9 feet by 9 feet square area. There are four transmitter
receiver pairs in total. Two receivers recorded packets for
approximately 2400 seconds from two transmitters. Theee ar
nine intrusion instances including five static cases and fou
moving cases during this time period. For each static ifgrus
instance, the intruder stood at different locations (shawB, ‘ ‘ ‘
C, D, G and F in Figure 1) for about 120 seconds, whereas the " ime (min)
intruder went across the experimental area for each olbderve (a) Before filtering
moving instance. ‘ ‘ ‘
Experimental Scenario 3.In this scenario, there are three

transmitters and three receivers. The distance between two 5_457
adjacent transmitter and receiver is 4.5 feet. There are nin Z_SOWMMWW
transmitter-receiver pairs in total. The duration of thxperi- | |

ment is about 1800 seconds including seven intrusion ine&an ‘ ‘ ‘ ‘
in total with three static cases and four moving cases. The 5 10 e iy 20
intruder stood for 120 seconds at three different positions (b) After filtering
(B, C, and D) for each static instance and went across tHeg. 2. Using Alpha-trimmed Mean Filter for RSS measurenmzeansing
experiment area for each moving case. We envision thetdh n =17,a =0.2.
will be an increasing density of wireless devices deployewindow, a few data samples are removed (trimmed) and the
in our environments as the wireless networks become morfeémainder are averaged by Alpha-trimmed Mean Filter. The
pervasive. Thus, this set up with higher device density ca#élata samples which are removed are the most extreme values,
help to analyze the impact of device density on diagnosingoth low and high, with an equal number of data samples
passive intrusion. In addition, wireless devices are ugualdropped at each end (i.e., symmetric trimming). The number
not uniformly deployed. For instance, wireless deviceg.(e. of data values which are dropped from the average is coetfoll
sensor nodes) can be deployed in a higher density in th¥y the trimming parametex, which assumes values between
sensitive area for asset protection and at the entranceitor e® and 0.5. Let{s(i),s(i + 1),...,s(i +n — 1)} be a set ofn
of the facility. RSS sample values observed in each time window from one
transmitter-receiver pair. We sort the RSS sample values in
ascending order:

In this section, we present our method for data cleansing.
We then describe our approach for intrusion pattern prgfilin 51(1) < s9(i) < ... < s(3) (1)

|
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IV. PATTERN PROFILING

A. Data Cleansing where s;(i) is the minimum RSS value and,(i) is the
The RSS measurements collected from wireless envirofaximum value in the above RSS data set. Then, the output

ments are from the spatial and temporal domain and are th@§the alpha-timmed mean filter is

correlated to the position of the device and the time that the

measurement is performed. Determining changes from RSS flisa) = 1 n_ffn] (i) @
measurements are the basis for intrusion pattern profiling. ha) = n—2[an] ot A
J=lan

However, the observed RSS can be very noisy due to in-
terferences from other signals and measurement inaccuraghere [an] denotes nearest integers greater than or equal
inherited from off-the-shelf wireless devices, espegiallan to an and « indicates the percentage of the trimmed RSS
uncontrolled environment. Thus, it is desirable to smoaih o samples) < a < 0.5.
the noise and filter out the measurement errors, whereas keepFigure 2 presents the noise suppression on RSS measure-
ing the true reflection of the spatial and temporal environime ments over a period of 20 minutes from our experiments. There
within the data measurements for intrusion pattern prafilin are four intrusion instances embedded in this measurement
In this study, we use the Alpha-trimmed Mean Filter [19]segment. It shows the RSS readings before and after applying
to perform data cleansing. Comparing to the other filterthe Alpha-trimmed Mean Filter. In Figure 2(a), the intrusio
such as mean filter which works well with impulsive noiseinstances and environmental noise are mixed together. It is
and median filter which works with Gaussian noise, Alphahard to determine the existence of intrusions. After aplyi
trimmed Mean Filter works well with multiple types of Alpha-trimmed Mean Filter, we clearly observed that the RSS
noise, such as combination of impulsive and Gaussian noiseadings dropped at 5, 10, 15 and 20 minutes respectively,
In addition, Alpha-trimmed Mean Filter outperforms otherwhich corresponded to four possible intrusion instancesdu
nonlinear filters in simplicity and noise reduction when thethis time period. During our experiments, we found that
data distribution contains some outliers, which is espigcia the Alpha-trimmed Mean Filter can greatly reduce the noise
suitable for cleaning the RSS data. The idea is that rath@resented in the raw measurement and is particularly aféect
than averaging the entire data samples observed in a tinrethe presence of impulse noise.

4
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Fig. 3. Pattern profiling of different intrusion cases.

B. Deriving Intrusion Patterns for three transmitter-receiver pairs4-R4 T5-R5 and T5-R6
respectively when the experimenter walked from position A

By utilizing the data after filtering, we can explore varioustoward position E. In order to examine the changes of RSS
profiles to describe different intrusion patterns. In passi clearly, we shifted the RSS readings by 20 dBmT&rR5and
intrusion detection, it is essential to differentiate usion by 35 dBm forT5-R6 By combining the RSS readings from
activities from random environmental changes. The ctiticamultiple sources, i.e., multiple transmitter-receiveirpd4-
property that a pattern profiling approach exhibits is thaR4, T5-R5andT5-R6 we can determine the moving direction
it can drive unclear or complicated situations into separatof the experimenter based on the moving pattern delay in time
categories, which make it possible for further analysisetas series. The moving direction can be further calculated as th
on categorized information. This largely helps for passiv@ositions of receivers are usually known and the locatidns o
intrusion learning as we can systematically detect theigidn  the transmitters can be localized easily using the trauhfio
and define its characteristics. localization methods [4], [20].

Presence of Intrusions - Standing or Walking.As a
first step, we need to detect the presence of intrusions and
further to differentiate whether the intruder is standing o In this section, we first describe a declustering effect ob-
walking around, which may help to determine the purposeerved in our experimental study when intrusions are ptesen
of intrusion. Figure 3 presents the results of two experimienWe then present our algorithm by performing grid-based-clus
under Experimental Scenario §as shown in Figure 1). In tering over K-neighborhood, which captures intrusion &ffe
the first experiment, the experimenter stood at position€,B, Finally, we discuss our intrusion detection strategy zitily
and D respectively and spent two minutes at each positiomulti-pair collaboration on top of grid-based clustering.
Whereas in the second experiment, the experimenter walked )
from position A to position E four times. A. Declustering Effect

The three patterns in Figure 3 (a) represent the RSS readings-igure 4 shows the relationship between the mean of RSS
for three transmitter-receiver pair§6-R4 T6-R5 and T4- values and the variance of RSS values when intrusions are
R5 respectively when the experimenter stood at positions Byresent. We applied a sliding window over the cleaned data
C, and D respectively. In order to examine the changes @b compute the mean and the variance of RSS readings within
RSS clearly, we shifted the RSS readings by 15 dBm foeach time window. The window size is 10 seconds. In the
T6-R5and by 30 dBm forT4-R5 We observed that there is figure, the small triangles indicate normal situations with
an obvious change in RSS readings when the experimeniatrusion, whereas the small squares and small circlegsept
walked in and stood within the experimental area. Furthesituations when an intruder is either standing or walkingss
the results of the second experiment in Figure 3 (b) shothe experimental area respectively.
that there is an obvious RSS pattern change for each movingA clear observation is that the points in Figure 4 have a
instance. The key observation is that the RSS patterns whelustering effect under normal situations, whereas thegiree
the experimenter is static are different from those when thef intrusions result in a declustering effect of points. ther
experimenter is walking around. These results indicat¢ thavords, the points are more spread when there are standing or
different RSS profiles can be established to distinguish theoving intruders. Further, in Figure 4 we observed that the
moving patterns of intruders. presence of intrusions is obvious with the combining view of

Moving Direction. When the intruder is moving around, the mean and variance of RSS. Thus, we call the mean and
determining the moving direction of the intruder is also arvariance of RSS readings agrusion indicators which can
important task in our exploration as the resulting patterbe used to diagnose intrusion activities jointly.
can help to direct further defense strategies, e.g., tgroim . . .
the surveillance camera in one part of the floor or directin@- Grid-based Clustering over K-neighborhood (GREEK)
the law enforcement officers to follow the direction that To capture the declustering effect under intrusion, we de-
the intruders go to. Figure 3 (c) presents the RSS readingsloped an algorithm calledGREEK grid-based clustering

V. INTRUSION LEARNING SCHEME
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Fig. 4. Comparison of the clustering effect in normal caodié without Fig. 5. lllustration of GREEK performing grid-based clustg in Experi-
intrusion and the declustering effect under intrusions. mental Scenario .1

over K-neighborhood, which combines the detection power of Definition 6.A grid cluster is a maximal set of connected
different intrusion indicators to perform a joint learnimg  9rids.
intrusions. Finally, GREEK partitions all the data points that fall into

Algorithm Overview. Since a grid is an efficient way to the grid cluster into a dense cluster (with higher density)
organize a set of data points [21], GREEK breaks the and the rest of the points into a sparse cluster (with a lower
dimensional space af different intrusion indicators into grid density).
cells, and then performs clustering based on the density of Example. We used a two-dimensional space of intrusion
data points in each grid cell. The objective of GREEK is tgndicators to illustrate how GREEK might operate. The two
capture the declustering effect by partitioning the dat® in intrusion indicators we use to validate GREEK are: the ay@ra
two clusters so that one cluster has a higher density (i.enean and the variance of RSS. The grid size is set to 50 and
the normal data without intrusion) and the other has a lowdhere are 250 grids in total. We derived the density threshol
density (i.e., the data with intrusion). GREEK consistsweét and the distance threshold,, based on our empirical study
main stepsdensity calculation using gridndcluster forming using data without intrusion events. Figure 5 (a) shows the
incorporating K-neighborhood data points of the mean and variance of RSS under normal

Algorithm Flow. Suppose there aré different intrusion —conditions and Figure 5 (b) presents the results of cluggeri
indicators, which construct thé-dimensional data spacg. Using GREEK forExperimental Scenario. We observed that
Let D = {S1,S5,...,S,} be the input of data and; = the experimental data points have been partitioned into two
{si1, 8i2, ..., Sia}, Wheres;; is the value of théth data point of clusters with different densities in Figure 5 (b). In pautar,
the jth intrusion indicator. GREEK partitions the whole datawe found that points from normal data without intrusion have
spaceS into non-overlapping grids by partitioning each di-been placed in the dense cluster (represented by astetisk do
mension intaV equal length intervals. The intersection of onewhereas points of intrusion data have been placed in theespar
interval from each dimension (i.e. intrusion indicatoryrfs ~ cluster (shown in square dots). The key observation here is
one grid, which can be denoted by the fofm, go,...,g4}  that the cluster formulation by GREEK is consistent with the
whereg; = [r;,1;) is one interval ofjth dimension. The data distribution of data points presented in Figure 5 (a), intify
point S; falls into a grid if r; < s;; < I; for all j (i.e. that clustering based on grid density is feasible to capture
j = 1,2,...,d). All data points are placed into grids basedintrusion effects.
on this simple criteria.

Definition 1.A grid is acore grid if the number of points
fall into the grid exceeds the density thresheldwhich can Once the data points are partitioned into two clusters by
be derived empirically. GREEK, these two clusters will have significantly different

Definition 2.A grid is aborder grid if the number of points density when there are intrusions present. In other worbepw
falling into the grid is less tham. And the grid is within the intrusions are present, the sparse cluster produced by GREE
K closest neighborhood (i.e. K-neighborhood) of a core gridepresents the points affected by intrusion, whereas theede

C. Detection Strategy

In this study, we sef to 8. one representing points not affected by intrusion (i.erntad
Definition 3.A grid p is directly reachable from a gridg  conditions).
if p belongs tog's K-neighborhood and is a core grid. To measure whether the density distributions of the two

Definition 4. A grid p is reachablefrom a grid ¢ if there  partitioned clusters are significantly different, we usistical
exist some intermediate grids, ps,...,pn, P1 = P,Pn = q¢  hypothesis testing where the null hypothesis is defined as:
such thatp;;) is directly reachable fromp;. o

Definition 5.A grid p is connectedto a gridq if there is a Ho : two clusters are statistically the same.
grid o such that bottp andq¢ are reachable from or if p and
p are all core grids and the distance between these two gri
is less than the Manhattan distanbg,.

rom GREEK to calculate the p-value of the test statistice Th

goal is to see whether the resulted p-value is less than the

¥Ve perform a studenttest [22] on the two clusters obtained



significant level. If the p-value is larger than the significant

level, the null hypothesis is accepted. [ Events [ Type of Infrusion] P-value ]

In particular, suppose the two clusters obtained from Event 1 Static 0.005316

Event 2 Static 0.000506
GREEK areCy = {p1,p2,...,pn} andCy = {q1,q2, -, gm}. Event 3 Static 0.000217
The value of the test statistic of these two clusters can be No Event NaN 0.4249
calculated by: L TABLE |
f— Cl — Cg (3) t-TEST RESULTS FOR EXPERIMENTAL SCENARIQA.
- o
56,-@, learning scheme. We note that our joint learning approach is

where generic and can incorporate other intrusion indicatoréyeas

2 2
Sz, 5, = ,/i + é (4) A. Evaluation Using-test
n m

. . We first study the results aftest for statistical hypothesis
C; andC> are the means of clustér, and C», respectively. testing. Tables I, Il and Figure 6 present theest results of
S1 andS; are the variances of clusték andCs, respectively. various intrusion events frofxperimental Scenario 1, 2nd
Further, the distribution of the test statisti¢s approximated 3 respectively. By examining theetest results of static events
as an ordinary Student’s distribution with the degrees of in all three scenarios, from Table | we observed that all ef th
freedom calculated using Welch-Satterthwaite equation:  p-values are much smaller than the significant level (i.@5).
(S2/n + S2/m)? fqr_ static intrusion events iExperimental S_cenario.]l_n ad-

3 3 . (5) dition, we observed lower p-values for static events in &bl
(S7/m)2/(n — 1) + (53 /m)?/(m — 1) e ! covens in *;

gure 6 consistently for all the transmission-reagizirs
Given the value of the test statisticand the degrees of free- (exceptT6-R§ when comparing to the significant level. This
dom, we obtain the p-value from the studentdistribution. indicates that the partitioned two clusters have signifigan
By comparing p-value with the significant level, the deatsio different distributions (i.e., the declustering effect)dathere
can be made on whether to accept the null hypothesis or nefre intrusions present in the wireless environments. Egrth

If the p-value is less than the given significant level, inunder normal conditions, the p-values in both Table | and II
dicating that the density distributions of the two clustare  are much larger than the significant level, indicating ttet t
significantly different from each other, the null hypottse  partitioned two clusters do not have significant differerare
rejected and the presence of intrusions is declared. thus there is no intrusion present in the system.

Multi-pair Collaboration. Furthermore, intrusion detection  Furthermore, from Tables Il and Figure 6, we have similar
relying on the data from only one transmitter-receiver paipbservations for moving events where most of the p-values
may provide weak evidence of the presence of intrusions argte much lower than the significant level when experimenters
trigger a false positive. On the other hand, as wirelessomv are walking around in the experimental area. These resudts a
become more pervasive, the wireless devices can be deploy&stouraging as they indicate that our detection strateggda
with sufficient density such that the same intrusion event caon hypothesis testing usingtest is feasible in diagnosing the
be observed from the data collected from multiple tran&mitt presence of intrusions.
receiver pairs. Thus, to reduce false positive and incré@se e also found that p-values of certain transmitter-regeive
detection accuracy, we exploit using the observations frofpairs are above the significant level when intrusions are
multiple transmitter-receiver pairs to collaborativeBtermine present. For instance, in Table T2-R3of events 6 and 8,
the presence of intrusions. Integrating multi-pair caigtion  T2-R20of event 8,T3-R30f events 8 and 9, ant5-R50f event
with GREEK can enhance the reliability of intrusion detesti 4 (in Figure 6) have p-values larger than 0.05. This may be
especially in noisy environments. due to signal interference or random noise in the enviroimen

In multi-pair collaborative learning, we define atert when  which causes these transmitter-receiver pairs failed seole
one transmitter-receiver pair has p-value below the signifi  the presence of intrusion. Further in Figure 6, we observed
level. We declare the presence of intrusions when the number
of alerts among all available transmitter-receiver paisirdy ntusion | T2R3 | T2R2 | T3R3 | Ta-R2
one examining time period exceeds the learning threshdldl. T ~F——7"T5mic 8 T 00001 50132 50178 1 0.0096
learning threshold in our strategy is adjustable based en th|Event2 | Static ¢ | 0.0001 0.0188 0.0237 | 0.0102

total number of available transmitter-receiver pairs ia drea Event 3 | Static D | 3.297e-05| 6.426e-06| 0.0423 | 0.0069
of interest. Event 4 | Static F | 7.913e-05] 6.94e-07 | 0.0229 | 0.0070
Event 5 | Static G | 7.593e-05| 5.819e-06| 0.0213 | 0.0048
Event 6 | Moving | 0.969 0.0001 0.0182 | 0.0085
Event 7 | Moving | 0.0033 2.835e-06| 0.0056 | 0.0437
In this section, we present our experimental results obthin | Event8 | Moving | 0.3275 0.5006 0.0697 | 0.0186
; ; Event 9 | Movin 0.0033 0.0021 0.0584 | 0.0044
under E_xperlmental S_cena_no .1’ _Zand 3. we USe Mean - g e rent [ NaN : 0.1813 0.1491 0.5582 | 0.6302
and variance as our intrusion indicators to validate thatjoi
TABLE I
t-TEST RESULTS FOR EXPERIMENTAL SCENARIQ.

D.F. =

Events Type of P-value of each pair

VI. EXPERIMENTAL RESULTS

1in this paper, we use standard R package for stutiéest.
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collaboration for intrusion detection iexperimental scenarios &nd 3.
that T6-R60f all seven events have p-values above 0.05. This P

indicates that thd6-R6pair may have deficiencies in devicesC- Impact of Device Density
and is unreliable to report data. We next examine the impact of wireless device density

However, the presence of the intrusion can still be detectezh the performance of our detection scheme. Based on the
by using the multi-pair collaborative strategy in our joigdrn-  results in Figure 7, we found that the performance of intmisi
ing scheme. By using the multi-pair collaborative apprgactdetection in Experimental Scenario dutperforms that in
we evaluate the p-values of all the transmission-receig@sp Experimental Scenario.2n Scenario 3the density of wireless
in the same examination time period and report the detectiatevices is higher than that iBcenario 2 This indicates that
of intrusion when at least one pair has p-value less than thvehen intrusion is present in the area of interest, there are
significant level. That is, even when some transmitterivece potentially more wireless devices (transmitter-recepairs)
pairs failed to observe the presence of intrusions, othi&s pain Scenario 3which are affected by the presence of intruders,
in the close-by neighborhood can complement the detectidghan those ifScenario 2 Consequently, when diagnosing the
function, and consequently maximize the detection power. presence of intrusions, there are more wireless devicds tha
can work together ilscenario 3o perform intrusion detection
i o ] ] ] collaboratively.

Performing passive intrusion learning accurately is chal- on the other hand, our multi-pair collaborative strategy
Iengmg as we nged to c_zllfferentlate an intentional intmsio 554 brings another dimension of knowledge of identifying
scenario from noisy environments. If not handled properly, ohiematic wireless devices. For instance, we observad th
the disturbance caused by noises would easily trigger falsge transmitter-receiver pali6-R6in Figure 6 consistently has
detection. Thus, for a scheme to be effective for passivigh p.values, which is different from its neighboring air
intrusion learning, it is crucial to minimize the false f0&  jgjicating that the wireless devicéks andR6, are not reliable

rate, while achieving high detection rate. In this secti®®, ,ring data collection and may have hardware deficiencies.
study the effectiveness of our multi-pair collaborative®gy oy future work will further quantify the relationship been

in terms of false positive rate and the corresponding ifdrus ine getection power and the density of wireless density.
detection rate.

Figure 7 presents the false positive rate and the detectiéh Differentiating Intrusion Events
rate when using different number of alerts to determine the Detecting the presence of intrusions in the system pro-
presence of intrusions foExperimental Scenario 2nd 3  vides first order information towards defending againstrthe
respectively. We observed that when increasing the nuniber bearning the different intrusion patterns allows the syste
alerts, which work collaboratively to determine the preseaf further determine the appropriate defense strategiesinétt
intrusions, the false positive rate goes down to 0% quicktihw step. For example, differentiating the intruder is hidimgai
2 alerts forScenario 2and 3 alerts foScenario 3 Further, we place or moving around will enable the next step of action
found that inScenario 2he detection rate is about 89% whento either capture the intruder or follow him; or learning a
the number of alerts is set to 2 and 3, whereaSdenario 3 person is trapped in a fire building will allow the firefighters
the detection rate keeps at 100% when the number of aletts determine the best rescue strategy. Based on the results i
ranges from 1 to 7. Comparing to [1], which resulted in aFigure 3, we observed that the moving intrusion instanaed te
low precision of about 0.3, our approach achieves a mudo result in larger variance of RSS when compared with the
higher precision by performing joint learning. In partiayl static intrusion instances. This suggests that it is féadi
the precision is 0.9 when alerts is 2 and 3Soenario 2and use the moving variance to differentiate intrusion patem
1.0 when alerts ranges from 3 to 7Stenario 3Thus, the key passive intrusion detection.
observation here is that using multi-pair collaborativieedgon Figure 8 presents our results of accumulated moving vari-
can significantly reduce the false positive rate, while kaegp ance for each intrusion event Experimental Scenario and
high detection rate, indicating that detection using rpldti 3 respectively. For each transmitter-receiver pair, we wsed
transmitter-receiver pairs is highly effective in diffat@ating sliding time window of 10 seconds to calculate the moving
intentional intrusions from random environmental changes variance, we then average the computed moving variance over

B. Effectiveness
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Fig. 8. The accumulated moving variance of each event uniffaraht
experimental scenarios.

(5]
all the time windows during the examining time period for
each pair. The moving variance shown in Figure 8 is the ac-
cumulated results by adding up the averaged moving variancé
from each pair. We observed that the values of variance ofy
static events are much smaller than those of moving events.
This is because intruders moving around cause changes in
wireless environments constantly, which results in higladwue (g
of variance. Therefore, by using accumulated moving vagan
in our joint learning scheme, we can effectively differagi

intrusion patterns. [9]

[10]
VIl. CONCLUSION

. .- : LR

In this paper, we proposed to perform joint learning fo
detecting intrusion when intruders do not carry any wirgles
devices (e.g., intrusion to corporate assets or peopl@edp 12
in a fire building). Our joint intrusion learning approach
combines the detection power of complementary intrusion
indicators and has the capability to detect different isizn
events in wireless environments. In particular, we utdizee
Received Signal Strength (RSS) from the existing wireless
infrastructure and exploited to use the changes of RSS dause
by intrusions for diagnosing the presence of intrusions. V\l[e
profiled environmental uncertainties through data cleansi
and intrusion pattern derivation. We developed the griseda
clustering over K-neighborhood (GREEK) algorithm, which
captures the declustering effect in intrusion indicatoreemw
intrusions are present. Additionally, our detection st
utilizing multi-pair collaboration can enhance the relidp
of intrusion detection under noisy environments.

We conducted experiments in a real office environment usi
an 802.15.4 (Zigbee) network. We evaluated the performan
of our joint intrusion learning approach using false pwsiti
rate and detection rate. Our experimental results provideg
evidence of the feasibility of performing joint learningrfo
passive intrusion detection. Moreover, the results shoat th
our strategy of using collaborative efforts across muatipl [20]
transmitter-receiver pairs can complement the detectiow-f
tion and maximize the detection power with a minimum false
positive rate (zero percent). Finally, an interesting otesion
is that the collaborative detection strategy can also bringl]
another dimension of knowledge of identifying problematiq22]
wireless devices, which report wrong signal readings.

]

[13]

[15]

[16]

[17]

8]

[19]

REFERENCES

M. Moussa and M. Youssef, “Smart devices for smart envinents:
Device-free passive detection in real environments,The 2nd IEEE
Workshop on Intelligent Pervasive Devicdgdarch 2009.

Q. Cai and J. K. Aggarwal, “Automatic tracking of human tioa in in-
door scenes across multiple synchronized video streamBjfoiceedings

of the Sixth International Conference on Computer Visit®98.

J. O. Robert and D. A. Gregory, “The smart floor: a mechani®r
natural user identification and tracking,” Rroceedings of the CHI 200
Conference on Human Factors in Computing Syste2080.

P. Bahl and V. N. Padmanabhan, “RADAR: An in-building R&Esed
user location and tracking system,” Rroceedings of the IEEE Interna-
tional Conference on Computer Communications (INFOCOMarch
2000, pp. 775-784.

E. Elnahrawy, X. Li, and R. P. Martin, “The limits of lodahtion using
signal strength: A comparative study,” Rroceedings of the First IEEE
International Conference on Sensor and Ad hoc Communcataomd
Networks (SECON 2004Dct. 2004, pp. 406-414.

P. Enge and P. Misrd&lobal Positioning System: Signals, Measurements
and Performance Ganga-Jamuna Pr, 2001.

N. Priyantha, A. Chakraborty, and H. Balakrishnan, “Tleecket
location-support system,” irProceedings of the ACM International
Conference on Mobile Computing and Networking (MobiGo#g
2000, pp. 32-43.

M. Youssef, M. Mah, and A. Agrawala, “Challenges: Devicee
passive localization for wireless environments,” Rmoceedings of the
ACM International Conference on Mobile Computing and Neking
(MobiCom) Aug 2007.

“Ultravision Corporation,” white
http://www.ultravisionsecruity.com.

R. Want, A. Hopper, V. Falcao, and J. Gibbons, “The acthadge
location system,”ACM Transactions on Information Systemsl. 10,
no. 1, pp. 91-102, Jan. 1992.

K. Kleisouris, Y. Chen, J. Yang, and R. P. Martin, “Thepatt of using
multiple antennas on wireless localization,” fmoceedings of the Fifth
Annual IEEE Communications Society Conference on Sensst lnd
Ad Hoc Communications and Networks (SECQNne 2008.

J. Yang and Y. Chen, “A theoretical analysis of wireldssalization
using RF-based fingerprint matching,” iroceedings of the Fourth
International Workshop on System Management Techniqueses$ses,
and Services (SMTPShpril 2008.

Z. Li, W. Trappe, Y. Zhang, and B. Nath, “Robust statiati methods
for securing wireless localization in sensor networks,”Froceedings
of the Fourth International Symposium on Information Pssirg in
Sensor Networks (IPSN 2002005, pp. 91-98.

paper available at

] T. He, C. Huang, B. Blum, J. A. Stankovic, and T. Abdekah

“Range-free localization schemes in large scale sensavonles,” in
Proceedings of the Ninth Annual ACM International Confereron
Mobile Computing and Networking (MobiCom’'03003.

“Airtight networks,” white paper available
http://www.airtightnetworks.net.

D. Zhang, J. Ma, Q. Chen, and L. M. Ni, “An rf-based systfemtrack-
ing transceiver-free objects,” iRroceedings of the Fifth Annual IEEE
International Conference on Pervasive Computing and Conications
(PerCom) March 2007.

J. Wilson and N. Patwari, “Radio tomographic imaginghmvireless
networks,” inTech ReportSep. 2008.

D. B. Yang, H. H. Gonzalez-Banos, and L. J. Guibas, “Gon
people in crowds with a real-time network of simple imagesses,” in
Proceedings of the Ninth IEEE International Conference am@uter
Vision, 2003.

J. Bednar and T. Watt, “Alpha-trimmed means and thelati@nship

to median filters,” Acoustics, Speech and Signal Processing, IEEE
Transactions onvol. 32, no. 1, pp. 145-153, Feb 1984.

Y. Chen, J. Francisco, W. Trappe, and R. P. Martin, “Acticaal approach

to landmark deployment for indoor localization,” iRroceedings of
the Third Annual IEEE Communications Society Conferenc&emsor,
Mesh and Ad Hoc Communications and Networks (SECSBPtember
2006.

P.-N. Tan, M. Steinbach, and V. Kumdntroduction to Data Mining
Addison-Wesley, 2005.

G. Casella and R. L. Bergetatistical Inference Belmont, California:
Duxbury Press, 1990.

at



